
  
 

 
 

 

 
 
 

 
Part A. PERSONAL INFORMATION 

First name Florina 

Family name Almenares Mendoza 

Open Research and Contributor ID (ORCID)(*) 0000-0002-5232-2031   

(*) Mandatory 
 

A.1. Current position 

Position Associate Professor (Profesora Titular) 
Initial date 25/07/2017 

Institution  Universidad Carlos III de Madrid 
Department/Center Ingeniería Telemática  
Country Spain  Teleph. Number  

Key words 

Trust management, security infrastructure and services, Access 

control, risk management, identity management, mobile devices, 

post-quantum cryptography  

 
A.2. Previous positions (research activity interruptions, art. 45.2.c) 

Period Position/Institution/Country/Interruption cause 

October 1999-September 2000 
Computer Science Instructor/SENA-CARBOCOL 

(Carbones Colombianos e INTERCOR filial de Exxon 
Mobil)/Colombia/PhD studies  

 
A.3. Education 
 

PhD, Licensed, Graduate University/Country Year 

Doctorado en Tecnologías de 
las Comunicaciones 

University Carlos III of Madrid/Spain 2006  

Ingeniera Informática 
(Ingeniero de Sistemas) 

Universidad Autónoma de Bucaramanga 
(UNAB)/Colombia  

1999  

 
Part B. CV SUMMARY (max. 5000 characters, including spaces) 
 
Florina Almenares Mendoza is a Computer Science Engineer from the Universidad Autónoma de 

Bucaramanga (UNAB, Colombia) in 1999 and a PhD from the University Carlos III of Madrid (UC3M, 

Spain) in 2006. She was awarded with the Magna Cum Laude distinction in her engineering studies. 

Currently, she is an Associate Professor at the University Carlos III of Madrid since 2008. She belongs 

to the Pervasive Computing Laboratory, whose research interests and innovation are focused on: (i) 

trust management, mainly applied to public key infrastructures (PKIs), (ii) identity management and 

risk assessment, (iii) security support for mobile devices and ad-hoc and distributed scenarios, (iv) 

cybersecurity focused on ethical hacking and secure architectures, and (v) post-quantum 

cryptography applied to constrained devices and limited environments. Her research work has been 

disseminated in 40 journals and magazines indexed in the ISI JCR; about 70% publications belongs to 

the first two quartiles and in more than 50 national and international conferences, about 22% ranked 

as A+ and A according CORE ranking. 
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In the last 10 years, she has participated in research national projects such as QURSA (as a PI), 

CONSEQUENCE, INRISCO/EMRISCO (as a PI), MAGOS, and COMPROMISE funded by the National 

Research Plan of Spain; all these projects are collaborative initiatives together with Polytechnic 

University of Catalonia (UPC), University of VIGO (UVIGO) and/or CSIC. In addition, she has 

participated in regional projects collaborating with other local research groups working in Security and 

Privacy and research contracts encouraging technology transfer. She has participated in the design 

and development of mDNI and mWallet for Telefónica I+D, has been awarded in SIMagine 2009 for 

the application SSA ("Single SIM Authenticator"), and has participated also in 4 European projects. 

These research activities are complemented as a reviewer for several indexed journals and 

conferences. She has received the "Exemplary Reviewer" distinction by the IEEE Communications 

Letter.  

She participates actively in the supervision and training of young researchers: 2 PhDs -both awarded 

with COIT BANCO SABADELL 2013 and 2017 and one of them with international mention, 2 ongoing 

PhDs, and more than 35 research master’s theses. She was Director of the Committee of the Telematic 

Engineering Ph.D. Program for two years. Currently, she is a member of the MSc Academic Committee 

on Cyber Security, granted by the UC3M. Likewise, she collaborates with some initiatives to encourage 

young women's participation in STEM studies. 

 

Part C. RELEVANT MERITS (sorted by typology) 
 
C.1. Publications (last 7 years) 

1. F. Gutiérrez-Portela, H.B. Arteaga-Arteaga, F. Almenares, L. Calderón, H.G. Acosta-Mesa, R. 
Tabares-Soto. "Enhancing Intrusion Detection in IoT Communications Through ML Model 

Generalization with a New Dataset (IDSAI)". IEEE Access 11: 70542-70559. 2023. DOI: 
10.1109/ACCESS.2023.3292267 

2. J. Pérez Díaz, F. Almenares: "Integrating an optimized PUF-based authentication scheme in 
OSCORE". Ad Hoc Networks 140: 103038. 2023. DOI: 10.1016/j.adhoc.2022.103038 

3. M.I. Rojo-Rivas, D. Díaz Sánchez, F. Almenares, A. Marín López. "Kriper: A blockchain network 
with permissioned storage". Future Gener. Comput. Syst. 138: 160-171. 2023. DOI: 
10.1016/j.future.2022.08.006 

4. A. Marín López, P. Arias, T. Strufe, G. Barceló-Soteras, F. Almenares, D. Díaz Sánchez. 

"Implementing DNSSEC soft delegation for microservices". Electron. Commun. Eur. Assoc. Softw. 
Sci. Technol. 80. 2022. DOI: 10.14279/tuj.eceasst.80.1165 

5. V. Seoane, C. García-Rubio, F. Almenares, C. Campo. "Performance evaluation of CoAP and MQTT 

with security support for IoT environments". Comput. Networks 197: 108338. 2021. DOI: 
10.1016/j.comnet.2021.108338 

6. A. Marín, S. Chica, D. Arroyo, F. Almenares, D. Díaz. "Security Information Sharing in Smart Grids: 
Persisting Security Audits to the Blockchain Electronics". 9/11, pp.1865/1-1865/16. 2020. ISSN 
2079-9292 

7. M. Aguilar, F. Almenares, R. Díaz-Redondo, M. Martín, J. Forné, C. Campo, A. Fernández, L. De la 

Cruz, C. García-Rubio, A. Marín, A. Mohamed, D. Díaz-Sánchez, H. Cerezo, D. Rebollo, P. Arias, F.J. 
Rico. "INRISCO: INcident monitoRing in Smart COmmunities". IEEE Access, vol 8, pp. 72435-
72460. Estados Unidos: 13/04/2020. ISSN 2169-3536. DOI: 10.1109/ACCESS.2020.2987483  
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8. D. Díaz-Sánchez, A. Marín, F. Almenárez, P. Arias, R. S. Sherratt. "TLS/PKI Challenges and 
Certificate Pinning Techniques for IoT and M2M Secure Communications". IEEE Commun. Surv. 
Tutorials 21(4): pp. 3502-3531.2019. DOI: 10.1109/COMST.2019.2914453 

9. D. Díaz-Sánchez, A. Marín, F. Almenares, P. Arias. "DNS/DANE collision-based distributed and 

dynamic authentication for microservices in IoT". Sensors. 19/15, 3292, pp. 1-23. Suiza: 
26/07/2019. ISSN 1424-8220 DOI: 10.3390/s19153292  

10. M.F. Hinarejos, F. Almenares, P. Arias, J.L. Ferrer, A. Marin. "RiskLaine: A Probabilistic Approach 
for Assessing Risk in Certificate-Based Security". IEEE Transactions on Information Forensics and 

Security. 13/8, pp. 1975 - 1988. Estados Unidos: 01/08/2018. ISSN 1556-6013 DOI: 
10.1109/TIFS.2018.2807788  

11. R. Sánchez, F. Almenárez, D. Díaz-Sánchez, P. Arias, A. Marín, "Collaborative eHealth meets 
Security: Privacy-Enhancing Patient Profile Manage". IEEE Journal of Biomedical and Health 
Informatics (J-BHI), vol 21, no. 6, pp. 1741-1749. 2017. DOI: 10.1109/JBHI.2017.2655419 

12. E. Rubio-Drosdov, D. Díaz Sánchez, F. Almenares, P. Arias Cabarcos, A. Marín. "Seamless human-

device interaction in the Internet of Things". IEEE Trans. Consumer Electron. 63(4): 490-498. 
2017. DOI: 10.1109/TCE.2017.015076 

13. F. Almenárez, M.F. Hinarejos, A. Marín, J. Ferrer-Gomila, D. Díaz-Sánchez, "PECEVA: An adaptable 

and energy-saving credential validation solution for pervasive networks". Information Sciences. 
354, pp. 41 – 59, 18/07/2016. ISSN 0020-0255. DOI: 10.1016/j.ins.2016.03.010 

14. P. Arias, A. Marín, D. Palacios, F. Almenárez, D.Díaz Sánchez, "Comparing Password Management 
Software: Toward Usable and Secure Enterprise Authentication". IT Prof. 18(5): 34-40. 2016. DOI: 
10.1109/MITP.2016.81 

15. D. Díaz Sánchez, R. S. Sherratt, F. Almenárez, P. Arias, A. Marín. "Secure store and forward proxy 

for dynamic IoT applications over M2M networks". IEEE Trans. Consumer Electron. 62(4): 389-
397. 2016. DOI: 10.1109/TCE.2016.7838091 

16. O. Khaled, A. Marín, F. Almenárez, D. Díaz-Sánchez, P. Arias, "Analysis of Secure TCP/IP Profile in 
61850 Based Substation Automation System for Smart Grids".  International Journal of Distributed 
Sensor Networks. 12/4, 18/04/2016. ISSN 15501329 DOI: 10.1155/2016/5793183  

 

C.2. Congress (last 5 years) 

1. S. Chica-Manjarrez, A. Marín, D. Arroyo, J. Diaz, F. Almenares, D. Díaz Sánchez. "Enhancing the 

Anonymity and Auditability of Whistleblowers Protection". In BLOCKCHAIN 2022. Part of the LNNS 
book series, volume 595. pp. 413-422. 2022. 

2. J. Pérez-Díaz, F. Almenares: A PUF-based Authentication Mechanism for OSCORE. PE-WASUN 
2021: 65-72, 2021. 

3. S. Chica Manjarrez, A. Marín López, D. Arroyo, F. Almenares, D. Díaz Sánchez. "Security 
information sharing in smart grids: Persisting security audits to the blockchain", in JNIC 2021 live. 
2021. 

4. A. Marín López, P. Arias, T. Strufe, G. Barceló-Soteras, F. Almenares, D. Díaz-Sánchez. 

"Implementing DNSSEC soft delegation for microservices", in Conference on Networked Systems 
2021 (NetSys 2021). DOI: 10.14279/tuj.eceasst.80.1165. 

5. V. Seoane, F. Almenares, C. García-Rubio, C. Campo: Performance Evaluation of the CoAP Protocol 
with Security Support for IoT Environments. PE-WASUN 2020, pp. 41-48, 2020. 

6. E. Rubio-Drosdov, D. Díaz-Sánchez, F. Almenárez, A. Marín: A Framework for Efficient and Scalable 
Service Offloading in the Mist. WF-IoT 2019: 460-463, 2018. 

7. P. Arias, F. Almenárez, D. Díaz-Sánchez, A. Marín: FRiCS: A Framework for Risk-driven Cloud 
Selection. MPS@CCS 2018: 18-26, 2018. 
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C.3. Research projects 

1. TED TED2021-130369B-C32. QURSA: Arquitecturas y Técnicas resistentes a Computación 
Cuántica, Seguridad Post-cuántica. Agencia Estatal de Investigación (AEI). PI: Andrés Marín, Florina 
Almenares. De 01/12/2022 a 30/11/2024.  

2. PID2020-113795RB-C32. COMPROMISE: Mejorando la confidencialidad y privacidad en 

protocolos de comunicaciones. Agencia Estatal de Investigación (AEI). PI: Celeste Campo, Carlos 
García-Rubio. De 01/09/2021 a 31/08/2024.  

3. S2018/TCS-4566. CYNAMMON: Cybersecurity, Network Analysis and Monitoring for the Next 

Generation Internet. CAM-Consejería de Educación e Investigación. Tecnologías 2018. PI: Daniel 
Díaz Sánchez. De 01/01/2019 a 31/12/2020. 

4. TEC2017-84197-C4-1-R. MAGOS: Inteligencia de Fuentes Abiertas para Redes Eléctricas 

Inteligentes Seguras. PI: Andrés Marín, Daniel Díaz Sánchez. Ministerio de Asuntos económicos y 

transformación digital. De 01/01/2018 a 30/09/2021.  

5. TEC2014-54335-C4-2-R. INRISCO: Monitorización de incidentes en comunidades inteligentes: 

seguridad y movilidad. PI: Florina Almenares Mendoza. Ministerio de Economía, Industria y 

Competitividad (MINECO). Programa Estatal de I+D+i Orientada a los Retos de la Sociedad. De 

01/01/2015 a 30/09/2018.  

6. TEC2013-47665-C4-4-R. EMRISCO: Seguridad y movilidad. Ministerio de Ciencia e Innovación. 

Proyectos de I+D+I del programa estatal de Investigación, Desarrollo e Innovación orientada a los 

retos de la sociedad. PI: Florina Almenárez Mendoza. De 01/01/2014 a 30/06/2015.  

7. TEC2010-20572-C02-01. CONSEQUENCE: Continuidad de servicio y seguridad para sistema de 

transporte. PI: Mª Celeste Campo Vázquez. MICINN (Ministerio de Ciencia e Innovación). De 

01/2011 a 04/2015.  

 

C.4. Contracts, technological or transfer merits 

C.4.1. Contracts 

• CIEN IDI-20191029. JANO: JOINT ACTION TOWARDS DIGITAL TRANSFORMATION. PI: Andrés 

Marín López. La UC3M participa como OPI de SIEMENS GAMESA RENEWABLE ENERGY 

INNOVATION & TECHNOLOGY SL. CDTI – Fondos FEDER. De 11/03/2019 a 30/09/2021. 

• Consultoría en protección de documentos electrónicos. PI: Andrés Marín. BORAL 

TECNOLOGIA S.L.  De 23/09/2014 a 31/10/2014. 

• Desarrollo software de prototipos de servicio basados en la tecnología UICC- Near Field 

Communication (NFC). PI: Mª Celeste Campo Vázquez (UC3M). Telefónica I+D. De 01/05/2008 

a 04/04/2010. 

 

C.4.2. Technological or transfer merits 

• "Chester Sall" award for the 2nd place best paper in the IEEE Transactions 2011" by the paper 

"FamTV: An Architecture for Presence-Aware Personalized Television", 15/11/2012. 

• Participation in STEM projects such as Technovation Challenge/Girls and UC3M initiatives. 

• Evaluator and reviewer of research projects for ANEP (Agencia Española de Evaluación y 

Prospectiva) from 2011.  

• Regular reviewer of international scientific journals, magazines, and conferences.  

• Committee Editorial Member of the "Revista Colombiana de Computación (RCC)" from 2017.  

http://revistas.unab.edu.co/index.php?journal=rcc
http://revistas.unab.edu.co/index.php?journal=rcc

